NMHOOPMALIMOHHAA NMAMATKA
AnA ObYYAIOLKUXCA

C KaXAbIM T'O/I0M MOJIOAEKH B MHTEPHETE CTAHOBUTHCS OOJIbILIE, @ IIKOJIBHUKU OJHU U3
CaMbIX aKTUBHBIX IIojib30oBarenedl Pynera. Mexay TeM, IIOMHMO OIPOMHOIO KOJIMYECTBA
BO3MOXKHOCTEH, MHTEPHET HEeceT U MpoOisieMbl. DTa MaMATKa JOJDKHA MOMOYb Tebe Oe30I11acHO
HaxXOJUTHCS B CETH.

KOMI'Ibl'OTepH blé BUPYCbI

KoMmnbrorepHslii BUPYC - 3TO Pa3HOBUIHOCTb KOMIIBIOTEPHBIX IPOIPaMM, OTIIMYUTEIBLHON
0COOEHHOCTBIO KOTOPOH SIBIISI€TCSI CIIOCOOHOCTh K pa3MHOXKEHHIO. B JomoiHeHue K 3ToMy,
BUPYCHl MOTYT TOBPEAMTh WJM IIOJIHOCTBIO YHUYTOXUTH Bce (ailibl ©u  JaHHBIE,
HOJKOHTPOJIbHBIE MOJIb30BATEN0, OT UMEHU KOTOPOro OblIa 3aIlylleHa 3apaXkKeHHasi IporpaMma,
a TaKXKe TOBPEIUTh WIM JIa)K€ YHUYTOXKUTH OINEPALMOHHYIO CHCTEMY CO BceMHu (paiimamu B
nesioM. B GonbIMHCTBE CllyyaeB pacpoCTPaHsAIOTCS BUPYChI Uepe3 HHTEPHET.

MGTOIH)I 3aIl0UTHI OT BPCAOHOCHBIX IMPOrpaMm:

1. I/ICHOHBBYﬁ COBPCMCHHBLIC OIICPALIMOHHBIC CHCTCMbI, MMCIOIIUC cepbe3an71 YPOBCHb
3alIUTBI OT BPCAOHOCHBIX ITPOrpaMMm;

2. TlocrossHHO ycTaHaBnuBail mautu (UM(POBBIE 3aINIaTKU, KOTOPHIE ABTOMATHYECKU
YCTAHABJIMBAIOTCS C IENbI0  J0pabOTKM MpOorpaMMbl) ¥ JpYrHe OOHOBJICHUS CBOEH
orepanuoHHoi cucrembl. CkaunBail X TOJNBKO ¢ odunmaibHoro caita pazpadorunka OC. Ecnu
CYILIECTBYET PEKUM aBTOMATUYECKOTO OOHOBJICHUS, BKJIIOUH €T0;

3. PaboTaii Ha cBOoeM KOMIIBKOTEPEC IO IIpaBaMH II0JIB30BATCIIA, @ HC aAMUHUCTpPATOPA.
OTO HE IO3BOJUT 6OJ'II)HH/IHCTBy BPCAOHOCHBIX IIpOTrpaMM HHCTALJIMPOBATBCA Ha TBOEM
MEPCOHAIBHOM KOMIIBIOTEPC,

4. Wcnonp3yil aHTUBUPYCHBIE MPOTPaMMHBIE MPOAYKTHI M3BECTHBIX IPOU3BOJUTENEH, C
aBTOMaTHYECKUM OOHOBIIEHUEM 0a3;

5. Orpanuub PU3NYECKUI TOCTYN K KOMIBIOTEPY JIJIsl TOCTOPOHHUX JIULL;

6. Vcnonp3yit BHEIIHWE HOCUTENN MH(pOpMAIMY, Takue Kak (iemka, AMcK uiu ¢ailn u3
MHTEPHETA, TOJIBKO U3 MIPOBEPEHHBIX UCTOYHUKOB;

7. He oTKpbIBail KOMIIbIOTEPHBIE (DaiiiIbl, MONTyUYEeHHbIE U3 HEHA/IeKHBIX HCTOYHUKOB. Jlaxe
Te (ailyibl, KOTOPbIE MPUCIIAT TBOW 3HAKOMBIH. Jlyullle yTouHM y HETo, OTIPAaBJISUI JIU OH TeOe ux.

Cetun WI-FI

Wi-Fi - 370 He Bu Mepenaun JaHHBIX, HE TEXHOJOTHSI, a BCETO JHIIb OpeH 1, Mapka. Emie B
1991 rony Hupaepnanackas kommnaHus 3apeructpupoBana Opena "WECA", uro o6o3naudano
cnoBocodetanue "Wireless Fidelity", koTopslii mepeBoaUTCS Kak "OecrpoBOIHAasE TOYHOCTH".

Jlo Hamiero BpeMeHM Jonula Jpyras abOpeBuarypa, KOTOpas SIBJISETCS TakoW ke
TexHojorueil. 3to abopesuarypa "Wi-Fi". Takoe Ha3BaHHe OBLIO 1TaHO C HAMEKOM Ha CTaHIapT
BhIcHIel 3ByKoBoi TexHUKHU Hi-Fi, uTo B mepeBonie o3HavyaeT "BbICOKasi TOYHOCTH'.

Jla, OecraTHBIM MHTEPHET-AOCTYN B Kade, OTEeNSIX W a’pomoprax SBISETCS OTIWYHOU
BO3MOXKHOCTBIO BBIXO/Ia B MHTepHET. Ho MHOTHE AKCHEepTHl CYMTAIOT, YTO 001ienocTynubie Wi-



Fi cetn He saBisAroTCsa 0€30MIaCHBIMU.
CoBeTsl 110 6€30MmacHOCTH paboTHI B 00Ie0CTYTHBIX ceTssx Wi-fi:

1. He mepemaBaii cBoro nuuHyr0 uHpopmanuio uepe3 obmemoctymueie Wi-Fi cern.
Pabotast B HUX, jKeJIaTenbHO HEe BBOIUTH IMAPOJIH JOCTYIIA, JOTHHBI U KaKhe-TO HOMEpa;

2. Ucnonp3yih 1 OOHOBISH aHTUBUPYCHBIE NMPOrpaMMbl U OpaHaMmayep. TemM caMbIM ThI
obe3onacuiib ceds 0T 3aKaYKU BUPYyca Ha TBOE YCTPOUCTBO;

3. Ilpu wucnons3oBannu Wi-Fi otkmioun ¢yskmuro "OOmmii goctyn Kk daitmam u
npuntepam". JlanHas (yHKOUS 3aKpbiTa MO yYMOJYAHHIO, OAHAKO HEKOTOPHIE MOJIb30BATEIN
AKTUBUPYIOT €€ JUIs y100CTBa HCIIOJIb30BaHMs B paboTe uiu yueoe;

4. He ucnonb3yit nyonuunsii WI-FI nns mepenaum NWYHBIX JAaHHBIX, Hampumep s
BBIXOJa B COUMAIIBHBIE CETH WM B JIEKTPOHHYIO MOUTY;

5. Wcnonb3yil Tonbko 3amuiieHHoe coenunenue uyepes HTTPS, a mwe HTTP, T.e. npu
Habope BeO-aapeca BBoaM MMeHHO "https:/";

6. B MobunsHoM Tenedone otkimroun ¢pynkuuio "llogkmouenue k Wi-Fi aBTomatuyecku'.
He nomyckait aBTOMaTn4eckoro MmoAKIIoueHHs ycTpoicTBa K ceTsim Wi-Fi 6e3 TBoero cormiacusi.

CoumnanbHble ceTu

CouuanbHble CETH aKTUBHO BXOJSAT B HAIIy >KU3Hb, MHOTHE JIFOJIU PaOOTAIOT U KUBYT TaM
noctosiHHO, a B Facebook yke 3apeructpupoBaH MILULIHAp] YEIOBEK, UTO SIBISETCS OJHOM
CeIbMOM BCEX JKUTENEeH TUTaHeThl. MHOTrMe TOJIb30BaTeIM HE MOHUMAIOT, YTO WHMOpMAaIus,
pa3MeIleHHass MU B COIMANIbHBIX CETSX, MOKET OBITh HaliJIeHa U UCTOJIb30BaHa KEM YTOJIHO, B
TOM YHCIIe HE 00s13aTeNbHO ¢ OJIaruMu HAMEPEHUSIMH.

OCHOBHBIEC COBETHI 10 0€30IIACHOCTH B COMHUAJIbHBIX CCTAX:

1. Orpannup cnucok apys3eil. Y TeOs B Apy3bsX HE JOJDKHO OBbITh CIy4alHBIX U
HE3HAKOMBIX JIIOJCH;

2. 3amuiail cBoo yacTHYO ku3Hb. He yka3bpiBail maposu, TenedoHsl, aapeca, 1aTy TBOETO
POXJIEHUS U JIPYTYI JUYHYIO HWHGOpMalMio. 3JI0yMBIIUIEHHUKA MOTYT HCIIOJIb30BaTh Jaxe
I/IH(l)OpMaHI/IIO 0 TOM, KaK Tbl 1 TBOU POAUTEIIN IIJIAHUPYCTE IMPOBECTH KAHUKYJIBI;

3. 3amumiail cBOIO penyTaiuio - JIepKHU €€ B YUCTOTe W 3ajaBail cebe BOMpOC: XOTeN Obl
ThI, YTOOBI APYTUE TOTH30BATEIN BUICIH, YTO ThI 3arpyxkaemib? [logymaii, mpexae yeM 4To-To
OIyOJIMKOBATh, HAMMKICATh U 3aTPY3UTh;

4. Ecnu ThI TOBOPHIIB C JHOJBMH, KOTOPBIX HE 3HACIIb, HE MCIOJbB3Yyl CBOE PEANbHOE UMS
U JIpYTYIO JINYHYIO MH()OPMAITK: UM, MECTO KHUTEIbCTBA, MECTO yueObl U Mpoyee;

5. U36erait pazmemenus ¢otorpaduii B IHTepHETE, Iie Thl H300pakeH HA MECTHOCTH, T10
KOTOPOU MOYKHO OIPENETUTH TBOE MECTOIOIOKEHNUE;

6. [Ipu peructpanmuu B COIMATBLHON CETH HEOOXOJIMMO HCIOJIB30BATH CIIOXKHBIC MApOIIH,
cocrosure u3 OykB U (P U ¢ KOIUIESCTBOM 3HAKOB HE MEHEe §;

7. ns comuanbHOM CETH, MOYTHI U JIPYTUX CAHTOB HEOOXOAMMO HCIIOJIh30BATh pPa3HBIC



napoJiu. Tor;[a €CJIn T66$I B3JIOMAKOT, TO 3JIOYMBIINJICHHUKHU I1OJIYy4YaT JOCTYIl TOJIBKO K OAHOMY
MECTY, a He BO BCE Cpasy.

ONeKTPOHHbIEe AEeHbIU

DNEeKTPOHHBIC JEHBIW - ATO OYCHb YJAOOHBIH CIOCOO IIaTexel, OJHAKO CYIIECTBYIOT
MOIICHHUKH, KOTOPbIE XOTAT MOJTYYUTh 3TH JICHbIU.

9J'IGKTpOHHBI€ JCHBI'M IIOABHIIMCHh COBCEM HEAABHO W HMMCEHHO H3-3a O3TOr'O BO MHOI'HX
rocyaapCTBax A0 CUX IIOP HEC NPOIHCAHO IIPO HUX B 3aKOHAX.

B Poccuu xe oHU QYHKIMOHUPYIOT U O HUX YK€ MPOMHCAHO B 3aKOHE, I/I€ UX Pa3JIeIsioT
Ha HECKOJIbKO BHJIOB - aHOHUMHBIE U HE AHOHWMHBIE. Pa3HuIla B TOM, YTO aHOHUMHBIE - 3TO T€, B
KOTOPBIX pa3peliaercss MPOBOAUTH onepanuu 0e3 wuIeHTUUKALWK [O0Jb30BaTeNnsi, a B
HEaHOHUMHBIX UJICHTU(DHUKALIUS [T0H30BATENS SBIISIETCA 0053aTeIbHOM.

Taxke cienyer pasnuyarh 3J€KTPOHHbIE (HUAaTHBIE NEHBIU (PaBHBI TOCYAApCTBEHHBIM
BaJIIOTaM) U DJIEKTPOHHbIE HE(PHUATHBIE IEHbI'M (HE paBHbI TOCYJAapPCTBEHHBIM BaJIIOTaM).

OCHOBHBIE COBETHI IO O€30IaCHOM pa60Te C OJICKTPOHHBIMHA JCHbI'aMU:

1. TlpuBspku K cueTy MOOMIBHBIN TenedoH. DTO caMblii yJOOHBIH M OBICTPBINA CIIOCOO
BOCCTAHOBUTb JOCTYN K cuery. [IpuBsizanHblii TenedoH mnomoxkeT, eciu 3alynemb CBOH
TJIATEKHBIN MMAPOJIb UM 3aiAEIIb HA CAUT C HE3HAKOMOT'O YCTPOMCTBA;

2. Ucnonb3yit onHopasoBblie mapoinu. [locie nepexona Ha yCUIIEHHYIO aBTOpH3AIUIo Tebe
yKe He Oy/IeT yrpoaTh OIMTACHOCTh KPaXKU WJIH TIepexBaTa MIaTeKHOTO Mapois;

3. Boibepu cnoxubiif mapons. [IpectynHukam OyaeT He IPOCTO yraaaTh CIOKHBINA MapoJb.
Hanexubie maposu - 3To mapoyiv, KOTOPBIE COJEPKAaT HE MEHEe 8 3HAKOB M BKIIIOYAIOT B CeOsI
CTPOYHBIE U TPOMUCHBIE OYKBBHI, IU(PHI U HECKOIHKO CHUMBOJIOB, TaKH€ KaK 3HAK J0Japa,
¢byHTa, BOCKJIMIIATENbHBIN 3HaK ¥ T.11. Hanpumep, $tROng!;;

4. He BBOJAH CBOM JIMYHBIC JaHHBIC HA CaﬁTaX, KOTOPBIM HE NOBCPACHIL.
AneKTpoHHasA no4Ta

ONEeKTpOHHAs MoYTa - 3TO TEXHOJIOTHUS M IPEJOCTABISEMBIE €10 YCIYTU II0 MEPECBUIKE U
MOJIYUYEHHUIO JJIEKTPOHHBIX COOOLIECHHUM, KOTOpBIE paclpeiensioTcs B KOMIBIOTEPHOH ceTu.
OOBIYHO ~ DNIEKTPOHHBI  MOYTOBBIM  SIIMK  BBIDJIIIUT — CIEAYIOUIMM  00pas3oMm:
UMs_TIOJIb30BaTeNA(@HUMs_TIOMEHa. Takke Kpome Iepeaud MpOCTOro TeKCTa, HMeeTcs
BO3MOXKHOCTb IepeiaBaTh (paiiibl.

OcHOBHBIE COBETHI IO 0€30MacHON padoTe ¢ ANMEKTPOHHON TOYTOM:

1. Hamo BBIOpaTh MpaBWIIbHBIA MOYTOBBIA CepBUC. B MHTEpHETE €CTh OrpOMHBIA BBHIOOD
OecryIaTHBIX MOYTOBBIX CEPBHCOB, OJJHAKO JIy4Illle JOBEPATh TEM, KOTO 3Haellb U KTO MEPBLI B
pEUTHUHTE;

2. He yka3piBail B JMYHOHN MouTe JW4YHYI0 HHpopMmanuio. Hampumep, nmydiie BbIOpaTh
"My3bIKaIbHbIN _(aHaT@" uau "pokx2013" Bmecto "Temal3";

3. Ucnonb3yil IBYX3TaHYK aBTOPU3ALMIO. JTO KOTJa MOMHMO IMapojsi HY>KHO BBOAUTH
KO/, IpUChIIaeMbliii mo SMS;



4. BoiOepu cioxHBIA Taponb. s KakIOro IMOYTOBOTO SIIMKA JOJKEH OBITh CBOU
HaJIe’)KHbI, YCTOMYUBBIN K B3JIOMY MApOJIb;

5. Ecimm ecTh BO3MOXKHOCTH HANMCaTb CaMOMY CBOW JIMYHBIM BOIIPOC, MCIIOJB3YH 3TY
BO3MO>KHOCTB;

6. HMcnonp3yll HECKOJBKO IIOYTOBBIX SIUMKOB. IlepBbIii A 4acTHOM HeEpenucKu ¢
azpecaTamMH, KOTOPBIM Tbl JOBEps€UIb. JTO 3JIEKTPOHHBIM aIpec HE HAJO HCIONb30BaTh IIPU
perucrpanuu Ha Gpopymax u caiTax;

7. He oTkpbiBail (haiisibl U Ipyrue BIOXKEHUS B MHCbMaX, Aa)Ke €CJIM OHU MPUIIUIA OT TBOUX
npy3ei. Jlydie yrodHu y HUX, OTHPABIISUTH JTU OHU TeOe 3TH (paiiibr;

8. Ilocie okoHUYaHMs PabOTHI Ha IMOYTOBOM CEPBHCE MEPE 3aKPHITHEM BKIIAJKH C CAalTOM
He 3a0y/1p HaxaTh Ha "BeriiT".

Knb6epOynnuHr unu BuptyanbHoe nsaeBaTesibCTBO

KubepOymnuHr - npecieoBaHue COOOMCHUSIMH, COJIEPKAIUMHI OCKOPOJICHHUS, arpeccHro,
3allyTHBaHKe; XYJIUTAHCTBO, COLUAIBHOC OOMKOTHPOBAHUE C MOMOILIBIO Pa3IUUHBIX UHTEPHET-
CEPBHCOB.

OcHoBHbIE COBETHI 110 O0pbOE ¢ KHOEPOYIITUHIOM:

1. He Opocaiics B 60ii. Jlydammmii crmoco0: TOCOBETOBATHCS KaK ceOst BECTH U, €CITM HET TOTO,
K KOMYy MOXHO OOpaTuThCs, TO BHAYaje YCIOKOWTHCS. EcCiaM Thl HaYHENIb OTBEYATh
OCKOPOJICHUSIMH Ha OCKOPOJICHHSI, TO TOJIBKO €Ilie OOJIbIIE Pa30kKellb KOHDIHUKT;

2. Vrpagisii cBoel kubeppenyraiuei;

3. AHoHUMHOCTh B ceTd MHHUMas. CylIecTBYIOT CIOCOOBI BBIICHUTH, KTO CTOUT 3a
AHOHHMMHBIM AKKayHTOM;

4. He crouT BecTH XyJIUTaHCKUM 00pa3 BUpPTyasibHOHN u3HU. MHTEepHET ukcupyer Bce
TBOM JICMCTBUS M COXpAHSAET UX. Y AATUTh UX OyAeT KpaiHe 3aTpyIHUTEIbHO;

5. Cobmrosiaii CBOO BUPTYAIbHYIO Y€CTh CMOJIONY;

6. Urnopupyii enuHuuHbIA HeratuB. OJHOPa30Bble OCKOPOMTEIbHBIE COOOLICHUS JIyYlle
urHopupoBaTh. OOBIUHO arpeccusi MpeKpalaeTcsl Ha Ha4albHOM CTauH;

7. ban arpeccopa. B mporpamMMax oOMeHa MTHOBEHHBIMH COOOIIEHUSIMHU, B COLUATBHBIX
CETSAX €CTh BO3MOXHOCTH OJJOKHPOBKU OTIPABKU COOOIIEHUN C OTIPEIETICHHBIX aJpECOB;

8. Ecmm 1Bl cBugerens kubepOyumHra. TBow [eHCTBHSA: BBICTYNUTH IPOTUB
mpecieoBaTens, Moka3aTb €My, YTO €ro JACHCTBHS OLEHUBAIOTCS HETaTUBHO, MOJIEP’KaTh
KEpPTBY, KOTOPOM HYXKHA IICHXOJOrMYecKas IIOMOIb, COOOIIUTh B3pOCIBIM O (QakKTe
arpecCUBHOTO MOBEJCHUS B CETH.

Mo6unbHbIN TenedoH
CoBpeMeHHbIe cMapTGhHOHBI M TUTAHIIIETHI COIepKaT B ce0e BITOJTHE B3POCIbIN (HYHKIIMOHAT,

U Tenepb OHU MOTYT KOHKYpPHUPOBaTh CO CTallMOHAPHBIMHM KoMIbroTepaMu. OJHAKO, CPEACTB
3alIUTHI ISl TOJIOOHBIX YCTPOMCTB MOKa O4YE€Hb Maslo. TecTHpoBaHME M MOUCK YSI3BUMOCTEW B



HUX TIPOUCXOAUT HC TaK HHTCHCHBHO, KakK JIA HK, TO KE€ CaMO€ KacacTCia U M06I/IJIBHI>IX
MIPUITOKEHU .

CoBpeMeHHBIE MOOWIIBHBIE Opay3epbl YK€ MPAKTHYECKH JOTHAIH HACTOJBHBIC aHAJIOTH,
OJIHAKO paciupeHue (yHKIHMOHAJa BJeYeT 3a c000il OOJBIIYI0 CI0KHOCTh W MEHBIIYIO
3alUIIEHHOCTb.

Jlaneko He Bce MPOM3BOAMUTEIM BBITYCKAIOT OOHOBJICHMS, 3aKPHIBAIOLINE KPUTUYECKUE
YSA3BUMOCTH JJIsI CBOUX YCTPOWCTB.

OCHOBHBIE COBETHI JJIA 0€3011aCHOCTH MOOHMILHOTO TeJ'Ie(bOHaZ

Hudgero He sBisieTcss mo-HacTosmeMy OecruiaTHbIM. Byns ocTopoxeH, Benb korga Tebe
npeiaraT OecryiaTHbIA KOHTEHT, B HEM MOTYT ObITh CKPBITHI KaKUE-TO IUIaTHBIE YCIIYTH;

Hymaii, mpexxae yem otnpaButh SMS, ¢oTo mimm Buaeo. Tel TOYHO 3HAEIB, TJe OHU OyIyT
B KOHEYHOM HTOre?

Heo6xoauMo 0OHOBIIATE ONEPAIIIOHHYIO CHCTEMY TBOETO CMapT(OHa;
Hcnonb3yit aHTUBUPYCHBIE TPOTPaMMBbI 111 MOOUITBHBIX Tele()OHOB;

He 3arpy>1<aﬁ IMPUIIOKCHUA OT HCU3BCCTHOI'O HMCTOYHHKA, BCAb OHHU MOT'YT COJACPKATb
BpCIOHOCHOC IIPOrpaMMHOC 06CCHC‘ICHI/IC;

[Tocne Toro Kak THI BBIAACHIH C CaiiTa, TZle BBOAWI JHYHYIO WH(POpPMALHUIO, 3aliau B
HacTpolku Opaysepa u ynanu cookies;

[Iepnonnuecku npoBepsii, KaKMe IUIATHBIEC YCIYTH AKTUBUPOBAHBI HA TBOEM HOMEPE;

JlaBaii cBOi HOMEp MOOMIBHOrO TeneoHa TOJIBKO JIFOJSAM, KOTOPBIX Thl 3HAEIlb U KOMY
JIOBEpsiClIb;

Bluetooth nomkeHn ObITH BBIKIIIOUEH, KOTJIa Thl UM HE MoOyb3yemibcs. He 3a0piBaii nHOTIA
MIPOBEPSITH ITO.

Online urpbl

COBpCMeHHI)IG OHH&ﬁH-Hl"pLI - OTO KpaCOYHBIC, 3aXBAaTbIBAIOIIUC PA3BJICUYCHUA,
06'LC,Z[I/IH$IIOIJ_II/IC COTHH TBICAY YCJIIOBCK II0 BCCMY MHUDY. I/IFpOKI/I HUCCICAYIOT JTAHHBIM UM MUp,
06HIaIOTCSI ApYyT C APYroM, BBIIMOJIHAIOT 3aJaHUs, CPpAXKAOTCA C MOHCTpaMU M MOJYYarOT OIIBIT.
3a YAOBOJIbCTBUC OHHU IIIATAT: MOKYIIAIOT AHUCK, OIIAYHMBAKOT a0OHEMEHT HIIH HpI/IOﬁpeTaIOT
KaKue-TO OIIIIMH.

Bce atum cpenctBa MayT Ha NOAAEpXKAHME M PA3BUTHE UIPHl, a TaKKe Ha caMy
0€30MacCHOCTh: COBEPIIEHCTBYIOTCS CHCTEMbl AaBTOPH3AIL[MHM, BBIMYCKAIOTCS HOBBIE MAaTYU
(un¢poBbIe 3aMIaTKU JJIs1 IPOTPAMM), 3aKPBIBAIOTCS YSA3BUMOCTH CEPBEPOB.

B HOJIO6HBIX HUIrpax CTOUT OIlacaTbCd HE CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KpaXXu
TBOCTO MMapoJjid, Ha KOTOPOM OCHOBAaHa CUCTEMaA aBTOPU3AlIUU OOJIBIIMHCTBA urp.

OCHOBHBIC COBETHI 10 0€30ITACHOCTH TBOETO HUI'PpOBOI'0 aKKayHTa:

1. Eciim npyroii urpok BeneT cedsl TI0XO MM CO3/aeT TeOe HEeNPHUITHOCTH, 3a0JIOKUpYH



€T0 B CIIMCKC UT'POKOB;

2. HOX(&HYﬁCH AAMUHHUCTpAaTOpaM HMIPbI Ha IIJIOXOC IMOBEACHHUE 3TOr0 UIpoKa, KEIaTCIbHO
IMPUIIOKUTH KAKUC-TO JOKA3aTCIILCTBA B BUAC CKPUHOB;

3. He yka3siBaii nunyro nHpopmaiuio B mpodaiisie urpsl;
4. YBaxail Ipyrux y4acTHUKOB 110 UIPE;

5. He ycranaBnuBaii HeoUIIMaIbHBIC TATYH U MO/IBI;

6. Micnionb3yi CII0’KHBIE U pa3HbIe N1apoJIy;

7. Jaxe BO BpeMs WIpbl HE CTOMUT OTKJIOYaTh aHTuBHpyc. [loka Thl urpaemib, TBOH
KOMITBIOTEP MOTYT 3apa3uTh.

PULIMHT UnNu KpaXa JINYHbIX AaHHbIX

OObIYHOM Kpa)ked JeHer M JOKYMEHTOB CEroJHsl YK€ HHUKOIO HE YIUBHUIIb, HO C
pa3BUTHEM WHTEPHET-TCXHOJOTHH 3JOYMBIIUICHHUKA TEPEMECTWINCh B  HHTEPHET, W
MIPOJIOJDKAIOT 3aHUMATHCS "TIOOUMBIM" 1€JIOM.

Tak mosiBHIIaCh HOBasi yrpo3a: MHTEPHET-MOIICHHUYECTBA WJIM (DUINUHT, TJIABHAS IEJb
KOTOPOTO COCTOUT B TOJNYyYEHUU KOHQPHUICHIMATHHBIX JaHHBIX TOJB30BATENICH - JIOTHHOB U
naposeil. Ha anrnuiickom si3bike phishing untaercs kak ¢umuar (ot fishing - peiOHas 0B,
password - mapoJs).

OcHOBHBIE COBETHI 0 O0PHOE € PUIIUHTOM:

1. Cneau 3a cBonM akkayHTOM. Ecnu ThI mo103peBaetiib, 4TO TBOSI aHKETa ObLiIa B3JIOMaHa,
TO HEOOXOAMMO 3a0JOKHPOBATh €€ U COOOIIUTh aAMHHHICTPATOpPaM pecypca 00 3TOM Kak MOXKHO
CKoOpee;

2. Wcnonw3yit O6e3omacHble BeO-CaliThl, B TOM YHCIIE, HHTEPHET-MAara3uHOB U MOUCKOBBIX
CHCTEM;

3. Ucnonw3yii cinoxHble U pa3Hble maponau. Takum oOpa3zom, eciau TeOs B3JIOMAaIOT, TO
3JI0YMBIIIJIEHHUKY TOJIyYaT JOCTYH TOJIbKO K OJHOMY TBOEMY MPOQUIIIO B CETH, a HE KO BCEM;

4. Ecnu Tebst B3MOMald, TO HEOOXOIUMO MPEAYIPEIUTh BCEX CBOUX 3HAKOMBIX, KOTOPHIE
T00aBJICHBI Y T€OSI B APY3BAX, O TOM, YTO T€OS B3JIOMAJIHA M, BO3MOXKHO, OT TBOETO UMEHH OyJeT
pacchuIaThCs CIlaM M CCHUIKU Ha (PUITMHTOBHIE CAlTHI,

5. YcranoBu HaaexHbli napoib (PIN) Ha MoOUIBHBIN TenedoH;
6. OTKIIIOYM cOXpaHeHHe mapoiis B Opaysepe;

7. He oTkpbIBaii (aitibl U Ipyrye BIOKEHUS B MIChMax, TaKe €CJIU OHU MPHUIILIA OT TBOUX
npy3ei. Jlydie yrouHu y HUX, OTIPABIISUTA JTU OHU TeOe 3TH (haiiibl.

Lucdposas penyrauus

[udposas penyranus - 3TO HeraTHUBHAs WM MO3UTHBHAs WH(pOpMAalUs B CETH O TeOe.
Kommpomerupyromas nHpoOpMaIys, pasMeIIeHHas B MHTEPHETE, MOXET CEpPbe3HBIM 00pazoM



OTpa3suThCs Ha TBOEW peanbHOU Xu3HU. "Lludposas pemyramus” - 370 TBOH UMUK, KOTOPBIH
dbopmupyeTcst u3 UHGopMauu 0 Tebe B HHTEPHETE.

TBoe MecTo XKHUTeNbCTBA, y4eObl, TBOE (PHHAHCOBOE IOJIOKEHHUE, OCOOEHHOCTU XapakTepa U
pacckasbl 0 OJM3KUX - BCE 3TO HAKAIJIUBACTCA B CETH.

MHorue MmoapOCTKH JISTKOMBICIEHHO OTHOCSTCA K MyONMKAalWW JMYHOH MH(OpMAIUH B
HuTepHere, HE MOHUMAask BO3MOKHBIX MOCIEACTBUM. ThI TaXke HE CMOXKEIIb JOralaTbCs O TOM,
4yro poTorpadus, pazmenieHHas 5 JeT Ha3ad, CTaja MPUYMHON 0TKa3a IPUHATH TeOs Ha paboTy.

KommeHnTtapuu, pasmenienue TBoux ¢ororpaduii 1 apyrue AeUCTBUS MOTYT HE UCUE3HYTh
Jla’Ke TI0CJIe TOTO, KaK Thl X YAaJIHIIb. Thl HE 3HaelIb, KTO COXpPAHWI 3Ty HH(POPMAIIKIO, TIoTaia
JM OHAa B IOMCKOBBIE CHCTEMbl M COXPaHWIACh JHM OHA, a IJaBHOE: YTO MOAYMAlT O Tebe
OKpY’KalolIue JIOAHU, KOTOPbIe HAWIyT W yBUAAT 3T0. Haiftu nH(popManmio MHOTO JIET CIYCTs
CMOXeT JI000# - Kak U3 J0OpbIX MOOYXIEHUH, TaKk U C HaMEpeHUEeM IMPUYUHHUTH Bpel. DTO
MOJKET OBITh KTO YTOJIHO.

OCHOBHBIE COBETEHI I10 3alIUTC I.IH(l)pOBOfI penyranuu:

1. Ilonymaii, mpexxkae yeM uTO-TO INYOJMKOBaTh U IepenaBaTh y ceds B Ojore Wiu B
COLMAJIBHOM CeTH;

2. B Hacrpoiikax mpoduisi yCTAaHOBH OTPaHUYCHHUS HA MIPOCMOTP TBOECTO MPO(GHIISL U €ro
COJICPXKUMOT 0, CAeTail ero ToibKo "uist npy3ei";

3. He pasmemiaii u He yka3wiBail MH()OPMAILHIO, KOTOPAsk MOXET KOro-TMOO OCKOPOIISATH
WA OOMKaTh.

ABTOpCKOe npaBo

CoBpeMeHHbIEe MIKOJIBHUKH - aKTUBHBIE MOJIb30BaTeNN LHU(poBOTo mpocTpaHcTa. OHAKO
JTAJIEKO HE BCE 3HAIOT, YTO MOJB30BaHWE MHOTMMHU BO3MOXXHOCTSAMHU LU(GPOBOro Mupa Tpedyer
COOJTIOJIEHHS TTPaB HA MHTEJJIEKTYAIbHYIO COOCTBEHHOCTD.

TepMun "WHTEUIEKTyanbHasi COOCTBEHHOCTH" OTHOCHUTCS K pa3IMYHBIM TBOPEHUSIM
4eJI0BEYECKOr0 yMa, HauMHasi ¢ HOBBIX M300pETeHU U 3HAKOB, 0003HAYAIOIIUX COOCTBEHHOCTh
Ha TMPOJIYKTHl M YCIyrd, W 3aKaHyuBas KHUramu, Qororpagusmu, KUHOQUIBMAMHU U
MY3bIKaJIbHBIMU IIPOU3BEICHUSIMM.

ABTOpCKHE TpaBa - 3TO MpaBa Ha MHTEIUIEKTYyaJbHYI0 COOCTBEHHOCTh Ha IPOU3BENICHUS
HayKH, JIMTEPATYpPbl U UCKyCCTBA. ABTOPCKHE IIpaBa BHICTYNAIOT B KAYECTBE FapaHTUU TOTO, YTO
MHTEJJIEKTYaJIbHBIA/TBOPUECKUN TPYA aBTOpa He OyleT HampacHbBIM, JAAacT €My CIIpaBeIUBbIE
BO3MOXHOCTH 3apa0oTaTh Ha pe3ylbTaTax CBOEro TPyZa, NOJYYUTh U3BECTHOCTh U NMPHU3HAHUE.
Huxkto 6e3 pa3pernieHrs aBTopa He MOXKET BOCIIPOM3BOANUTD €r0 IPOU3BEIEHUE, PACIIPOCTPAHSATD,
nyOoJIMYHO JIEMOHCTPUPOBATh, MpPOAABATH, HMMIIOPTHPOBATH, IyCKaThb B MPOKaT, MyOJIUYHO
UCIIOJIHSATH, MIOKa3bIBATh/UCIIOJIHATE B Adupe Win pa3Meniats B UHTepHere.

Hcnonk3oBanue "muparckoro' MporpaMMHOTO OOECTIEUEHHUs] MOXKET MPUBECTH K MHOTHM
pUCKaM: OT TIOT€pU JAHHBIX K TBOMM aKKayHTaM JI0 OJIOKMPOBKH TBOErO YCTPOWMCTBa, TIE
yCTaHOBJICHA HellerajibHas nporpamma. He cTouT Takxke 3a0bIBaTh, YTO CYIIECTBYIOT JieTalbHbIC
u OecIyIaTHbIE MPOTPaMMbl, KOTOPbIE MOKHO HAWTH B CETH.

O nopTane



CereBnuok.p¢ - TBOH TJaBHBI COBETYMK B CETH. 37€Ch Thl MOXEIIb Y3HaTb O
0€30MacHOCTH B CETU MOHATHBIM U JIOCTYIHBIM SI3bIKOM, a NMPU BO3HUKHOBEHUM KPUTHUYECKOM
cUTyalluu OOpaTUTHCS 32 COBETOM. A TaKKe MPHUHATh y4acTUE B KOHKYpCaX M CTaTh CaMbIM
U (POBBIM TpakITaHUHOM !



